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DISCLAIMER

This presentation contains general information only and is not
intended to provide an overview of coverages. The
information is not intended to constitute legal or other
professional advice. Please refer to insurer’s policy wordings
for actual terms, conditions, exclusions and limitations on
coverage that may apply.



Overall Landscape
The Last Two Years At A Glance
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Control requirements for program continue 
to show full value against loss mitigation and 
cost control

•

Two of top three security controls are 
extremely low cost to implement

•

Very effective against main cause of loss 
across the CLIA program

•



Loss Impact 
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Upcoming Year



Minimum Hygiene Requirements 

We have known certain measures and controls to be very effective against threat actors, 
and against attack patterns that are targeting law firms. Firms have sensitive 
information, and customer dollars in trust. You are targets.

• Hygiene requirements to bring a claim are:



 Status Update

Rates have stabilized (for the time being) across the Canadian landscape in target sectors 
that have performed well historically. Reinsurance rates anticipated to increase in early 
2025 based on overall industry loss ratios.

The incidence rate is up significantly over the past year, and we have seen the 
frequency impact continue into 2024 term (post July 1)

◦

Severity on total limits is also ticking up, as ransomware continues to be a scourge◦
A firm can do everything correctly and still fall victim to ransomware - there are no 
silver bullets!

◦

Akira and BlackBasta are active ransomware groups who are impacting small firms 
across Canada via different attack patterns

◦



Active Threats 

Source: https://www.kroll.com/en/insights/publications/cyber/akira-ransomware-deep-dive 
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Source: https://www.blackberry.com/us/en/solutions/endpoint-security/ransomware-protection/black-basta 



 What to Expect 

Insurance markets that make commercial decisions to seize market share will be left in 
the same state as we were heading into 2021, as the loss patterns have not materially 
shifted. However, the frequency has increased, and is expected to increase further.

Attribution on threat actors continues to be comically low. The evolution of our 
legislation relating to this particular risk to Canadian business has also not moved since 
2018, and in the short term - looks only to impact critical infrastructure (C-26)

Consolidation and the push for market share has started to impact known forensics 
vendor rate cards. Computer Forensics costs have increased slightly, but we have seen a 
large increase in rates for uninsured losses. Having access to predetermined rates, 
regardless of coverage, will be more of an advantage into 2025. 
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